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AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

LISTING OF CLAIMS: 

1 . (Currently Amended) A central processing unit comprising: 

means for processing computer instructions comprising means for receiving 
computer instructions and means for executing computer instructions; 

a secure memory unit coupled to said processing means, said secure memory unit 
having one or more resident security check programs for identifying whether the computer has 
been tampered with . th e rein : r ! 

wherein when said means for processing information receives a secure attention 
instruction through said receiving means said means for executing computer instructions 
int e r r upts the instructions it is executing, and executes the security check program by retrieving 
its instructions from the secure memory. 

2. (Original) The central processing unit of claim 1 wherein said means for receiving 
computer instructions is a system bus. 

3. (Original) The central processing unit of claim 1 wherein said means for executing 
computer instructions is at least one processor. 
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4. (Original) The central processing unit of claim 1 wherein access to said secure memory 
unit coupled to said processing means is restricted to the processing means in the absence of a 
cryptographically validated administrative secure attention instruction. 

5. (Original) The central processing unit of claim 1 wherein said security check programs 
comprises a cryptographic check key, and upon the execution of the security check program if the 
result of the check program is satisfactory, the cryptographic check key is used to authenticate the 
result values transmitted to the source of the secure attention instruction. 

6. (Original) The central processing unit of claim 4 wherein said security check programs 
comprises a cryptographic check key, and upon the execution of the security check program if the 
result of the check program is satisfactory, the cryptographic check key is used to authenticate the 
result values transmitted to the source of the secure attention instruction. 

7. (Original) The central processing unit of claim 4 wherein the secure attention instruction 
is issued by an external source and received by the CPU through a first program. 

8. (Original) The central processing unit of claim 7 wherein the secure attention instruction 
is issued by a mobile Software agent that executes on a secure computer system. 
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9. (Original) The central processing unit of claim 6 wherein the secure attention instruction 
is issued by an external source and received by the CPU through the first program. 

10. (Original) The central processing unit of claim 9 wherein the secure attention instruction 
is issued by a mobile software agent that executes on a secure computer system. 

1 1 . (Currently Amended) A secure computer system comprising: 

a central processing unit (CPU) for executing conventional instructions and secure 
attention instructions; 

a secure memory unit coupled to the CPU, the secure memory unit containing one 
or more check programs therein, the memory unit is configured to limit access to the check 
programs to only the CPU in the absence of a cryptographic key; 

a computer readable medium coupled to the CPU through a first program, 

a second program contained on the computer readable medium accessed by the 
CPU through said first program; 

wherein upon the receipt of a secure attention instruction by the CPU, the CPU 
interrupts t he executi o n of all other instruc t ions, and executes one or more check programs from 
the secure memory unit for determining whether the computer has been tampered with : upon 
completion of the check programs, the CPU returns results of the check programs authenticated 
with a cryptographic value. 
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12. (Original) The secure computer system of claim 1 1 wherein the first program is the 
operating system alternatively the secure memory unit is accessible via an external connection 
that bypasses the CPU and all other parts of the secure computer system for the purposes of 
managing the check programs. 

13. (Original) The secure computer system of claim 12 wherein the secure attention 
instruction is issued by an external source and received by the CPU through the first program. 

14. (Original) The secure computer system of claim 13 wherein the secure attention : 
instruction is issued by a mobile software agent that executes on a secure computer system. 

15. (Original) The secure computer system of claim 1 1 wherein the computer readable 
medium is a memory storage unit. 

1 6. (Original) The secure cornputer system of claim 1 5 wherein the second program contains 
executable code. 

;i 

17. (Original) The secure computer system of claim 1 1 wherein the secure memory unit is 
accessible via an external connection that bypasses the CPU and all other parts of the secure 
computer system upon the completion of a cryptographic authentication protocol. 

: ! 
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means for processing 

computer instructions and means 
a secure memory unit 

having one or more resident 

wherein when said means 

instruction through said receiving; 
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entral processing unit comprising: 

instructions comprising means for receiving 
for executing computer instructions; 

to said processing means, said secure memory unit 
check programs therein; 
for processing information receives a secure attention 
means said means for executing computer instructions 

and executes the security check program by retrieving 



computer 



cou jled 



security 



wherein said security 
execution of the security check 
cryptographic check key is used 
secure attention instruction. 



according 



20. (New) The system 
whether at least one of malicious 
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interru p ts the inst r uctions i t is execu t ing, 
its instructions from the secure memory, the security check program determining whether: the 
computer has been tampered with: 



cheik programs comprise a cryptographic check key, and upon the 
program if the result of the check program is satisfactory, the 
authenticate the result values transmitted to the source of the 



to 



19. (New) The system according to claim 1 , wherein the system determines whether a 
deceptive interpreter is present. 



to claim 1, wherein the security check programs determine 
instructions, viruses, deceptive interpreters, and Trojan horses 
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is present. 

21. (New) The system according to claim 1> wherein following the security check, the 
processing means transmits results of the security check program and transmits an authentication 
value from the secure memory unit and, and an incorrect or absent authentication value indicates 
the presence of a deceptive interpreter. 

22. (New) The system according to claim 1 , wherein the processing means interrupts 
• instructions it is executing after receiving the secure attention instruction. 

23. (New) A method for checking the security of a computer system comprising: 

a computer processor receiving a secure attention instruction from a source external to the 
processor and transferring the secure attention instruction to a secure memory unit coupled to the 
computer processor, 

retrieving and executing at least one security check program from the secure memory 
unit, the security check program determining whether the computer has been tampered with, and 

transmitting results of the security check program and an authentication value from the 
secure memory unit to the source. 

24. (New) The method according to claim 23, wherein said determining whether the 
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computer has been tampered with includes determining whether at least one of a Trojan horse, 
virus, malicious program, or deceptive interpreter is present. 

25. (New) The method according to claim 23, wherein an incorrect or absent authentication 
value indicates the presence of a deceptive interpreter. 

26. (New) The method according to claim 23, further comprising: 

1 the source transmitting the secure attention instruction to the computer processor. 

27. (New) The method according to claim 23, wherein the source is an autonomous mobile 
software agent. 

28. (New) The method according to claim 23, further comprising: 

the computer processor interrupting execution of other instructions after receipt of the 
secure attention instruction. 

i 

29. (New) The system according to claim 11, wherein the system determines whether a 
deceptive interpreter is present. 

30. (New) The system according to claim 1 1, wherein the security check programs determine 

i 

i 

i 
j 

I 
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whether at least one of malicious instructions, viruses, deceptive interpreters, and Trojan horses 

! 
i 

is present. ! 



3 1 . (New) The system according to claim 1 1 , wherein an incorrect or absent cryptographic 
value indicates the presence of a deceptive interpreter. 
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